TTOJIUTUKA UHOOPMAIIMIOHHOM BE3OITACHOCTHU 3A0 «<AMEPMABAHK»

(Beimucka u3 [NonuTuku nHGOpManuonHO#H 6e3onacHocTr 3A0 «AMepHabGaHK», yTBEPXKAECHHOM peleHueM
Ne 11-3/20/06 Cozsera mupexropos 6anka or 21.12.2020)

1. O6mue monoxenms

1.1. 3AO «Amepuabauk» (manee «bank») pykoBogcTByercs cranzaproMm «ISO 27001:2013 Cucrema
yIpaBleHus HMHQOPMALMOHHOM  Ge3omacHocThiO»  (manmee  «CraHzapT»),  KOTOpPBIH
pacmpocTpaHsercs Ha Bce pyHKiuu banka, B ToM 4ucie, Ha QyHKIIUY, CBA3aHHBIE CO BCEH
nHpopmanueii (MHGOPMAIMOHHBIMM  aKTHUBAaMH), pa3pabaTeIBaeMOil, COXpaHIEMOH,
IIpeIOCTaBJIIeMOH, IT0Ty4aeMoi baHKoM ¢ ucnorp3oBaHreM HHGOPMAIMOHHBIX TEXHOJIOTHH U
mocrymHoid baHky, ¢ mH(pOpPManMOHHON WHQPACTPYKTYpPOH, TEXHOJOTHAMH, CHCTEMaMH,
MHCTPYMEHTaMHU U IIPOrPaMMaMH.

1.2. PyxoBozcrBo banka oco3HaeT BAKHOCTb BHEIPEeHH, IPUMEeHEeHUA U COBEPIIEHCTBOBAHUA Mep
obecneyeHns HWHGOPMAIMOHHON O6e30macHOCTH Mg oOecledeHUA HEIPephIBHOCTHU
ZesTeTbHOCTH baHKa, BBICOKOTO KauecTBa OOCTy>KMBaHUS KJIUEHTOB U perryranuy baHka.

1.3. Corpymaukn banka co6miomaoT TpeOOBaHMA [eHCTBYIOIIETO 3aKOHOZATelnbcTBa PA m
BHYTPEHHHUX IIPAaBOBBIX aKTOB baHKa, Kacaromuxcsa HHPOPMALMOHHON 0e30I1aCHOCTH.

1.4. Bank, aBnaaack mpaBooOnazareneM uHOpManuu (BKIOYAs AOKYMEHTHI, OyMa)kKHbIe WU
9JIEKTPOHHBIE HOCHTENW U IIporpaMMHOe o0eclledeHHe, cojepalee II0J00HYIO
nH(MOPMALUIO), CO3AHHOM U/MIK paspaboTaHHO# B baHKe, a Takke 3aKOHHO IIPUOOpETEHHOH
bankowM (B TOM 4ucite, IOCPeCTBOM JapeHus, HacIeJOBaHMUA, IIPAaBONIPEEMCTBA WX Ha JPYTUX
3aKOHHBIX OCHOBAaHMIX) UMEET IIPABO PACIOPSXKAThCA, UCIIOIB30BAaTh U YIIPABIATh TOJOOHON
nHpOpManuel WJIM DPOrpaMMHBIM oO0OeclleueHHeM, IIpH YCIOBHH, YTO IIOZOOHOe
pacropsbKeHMe, UCIIOIb30BaHME U yIIpPaBiIeHUWe He IPOTHUBOPEYUT 3aKOHOZATeNbCTBY PA mu
BHYTPEHHUM IIPaBOBBIM akTaM baHKa, a Takke He Hapyaer o6sa3aTenbcTBa baHka.

1.5. Tpe6oBanusa Cranzapra AeTaJbHO PeTyJIUPYIOTCA COOTBETCTBYIOMMMY BHYTPEHHUMH aKTaMHU,

Pa3pabOTaHHBIMU U YTBEPKJeHHBIMU baHKOM.

2. Ilemm m 3amaum obecneveHna NHGOPMAITMOHHOM 6€30I1aCHOCTH
2.1. OcHOBHO# 1enpi0 obecnedyeHUs WHPOPMALMOHHONW 6€30IIaCHOCTH SABIAETCS oObecIedyeHHe
HEIIPDEPHIBHOCTU  JesTeabHOCTH baHka wu 3amuta uHpOpManuu, paspabaTsiBaeMoi,
coxpaHsgeMoil baHkoM, mpeznocraBiafeMoit banky u mpuHajmexameil ero axIMOHepawM,
MHBECTOPaM U KJIHeHTaM, OT CJIy4alfHbIX MU IIpeHaMepPeHHbIX II0CATaTeIbCTB, pasTIalleHus,
HOTepI/I, YTe‘IKI/I, NCKaXeHHWd, UBMEHEeHHUA NJIN YHI/I‘ITO)KeHI/IH, YMeHBHIaH BepOHTHOCTB n PI/ICKI/I
IPUYNHEHNUS MaTepPHUAIbHOTO, (U3MIEeCKOTO, MOPAJIBHOTO MU IIPOYero yumepba BirazerbliaM

MHPOpMAIUN.
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2.2. OcHoBHbIe 3aaun obecrieveHUs nHGOPMaLOHHO#1 6e3omacHocTH banka:

CBoeBpeMeHHOe BBIABJIEHUE, OLIEHKA, IIPOTHO3 U IIPeOTBpallleHre IIOTeHIIUaTbHBIX YIPO3
U YS3BUMOCTel, ICTOYHUKOB yTIpo3 11 NH(POPMAIIMOHHOI Oe30macHOCTH banka;
ITpemoTBpaleHye BBIABIEHHBIX YIPO3 U YSI3BUMOCTEH WIIH, II0 MEHbIIeH Mepe, COKpalleHre
BEPOSATHOCTU UX OCYIIECTBIEHHUS, B TOM YHCJE IIOCPEACTBOM BHEAPEHUS U IPUMEHEHUS
MeXaHHU3MOB GBICTPOTO pearrpoBaHUs Ha ITOJOOHBIE YT PO3BL;

3amura MHQOPMAIMOHHBIX CHCTEM MU pecypcoB baHka ¥ mx pabGoTBl OT JOCTyma u
BMeIIaTeIbCTBA TPETHUX JIUIL (ZOCTYI K MHPOPMAIIMOHHBIM PeCypcaM MOTYT UMETh TOJIBKO
IOJDKHBIM 0Opa3soM 3aperuCTpUpPOBAaHHBIE U IIOTYYMBIIME IIOJHOMOYHUS IIOJIB30BATENH),
obecrleyeHre IOJHOM HIEHTU(PUKALUN II0JIb30BaTeNel HMH(POPMAIMOHHBIX CHUCTEM U
pecypcos banka;

3amuTa IIPOTPaMMHOTO obecrieyeHus, HCIIOJIB3yeMOTO B KOPIIOPaTUBHOM
nH(pOpPMaIMOHHOI cucTeMe baHka, OT HECAHKIIMOHUPOBAaHHBIX HACTPOEK U MOAUGUKAIUH,
a TaKe 3alIUTa CHCTEM OT YCTAHOBKM HECAHKIIMOHHPOBAHHBIX IPOTPaMM, B TOM YHCIIe
perucTpanus BcexX AeHCTBUH, OCYIIeCTBIAeMbIX COTPYJHUKAMY, NMEIOIVMHY ITOTHOMOYH
IJIs1 yCTAaHOBKY, peIaKTUPOBAHUA/M3MeHEHUS IPOTPAMMHOTO 00ecIieYeHNs;

YcraHOBKa, IpUMeHEHVWe U HeIpephIBHOE COBEPUIEHCTBOBAaHME CHCTEMBI YIIPaBJIEHU
MHPOPMAITMOHHOM 6€30I1aCHOCTHIO;

ObGecmeueHre HazjIeXallero YpPOBHA OCBeZOMJIEHHOCTH COTPYZHUKOB baHka B obGsactu
MH(pOPMAIIMOHHOI 6€30IIaCHOCTH U ITePENOTOTOBKA COTPYJHUKOB;

Ob6ecneuenue yyera HHGOPMAIMOHHBIX aKTUBOB baHKa.

3. OTBeTCTBEeHHOCTH

3.1. OTBeTCTBeHHOCTh 3a HEHCIIOJHEeHNe/HeCcOOMIoneHne WIM HeHaJIexallee MCIOJAHeHre/

cobmomenne TpeGoBaHmit Cranzapra (QHU3NYECKMMM ¥ OPUAWYECKUMH JIMIIAMU,

COTpyZHUYAIOMUMU ¢ banHkoMm, Bkmiouas pasriaumeHue KondupeniuansHO! (TaifHOM) mMian

3aKphITOM WMHGOpMAUWU, CTaBIIed M3BECTHOM 3THUM JIMIAM B paMKaxX COTPYAHUYECTBA C

BaHKOM, peryinpyeTrca COTJIall€eHWAMMY, 3dKJII0Y€HHBIMH C COOTBETCTBYIOIINMM JIHUIIAMH, U

ITPMEHHNMBbBIM 3dKOHOATEJIBCTBOM.
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